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1. OBIIIME CBEJAEHUSA

1.1 OcHoBaHmue 151 pa3paboTku

B nacrosmemM OmnucaHMu NpescTaBlIeHbl OCHOBHBIC TEXHHYECKHE PEIlIeHHs TI0 CO3TaHUIO
CHCTEMBI 3alllMThl MEPCOHAIBHBIX JAHHBIX, 00padaTbIBa€MBIX C MCIIOJB30BAaHUEM CPEJCTB
aBTOMAaTHM3alUM, A7 HHOOPMALMOHHBIX CHCTEM IE€PCOHANBHBIX JaHHBIX AJIMHHUCTPALIMH
LlenTpanbHoro paiiona ropoaa bapnayna (nanee — AIMUHHCTpaIMsl paifoHa).

1.2 Cnmcok HCHOJb3yeMBbIX COKpaIIeH i

Al - aOOHEHTCKUH TYHKT

APM - aBTOMaTH3MpOBaHHOE padoyee MECTO

AC - aBTOMaTH3UpOBaHHAS CHCTEMaA

Wb - undopmannonnas 6e30macHOCTb

UC - uadopmanuonnas cucrema

WCII/IH - nHbopMaoHHas CHCTEMa TePCOHATBHBIX JaHHBIX

K3 - xoHTpOnupyemas 30Ha

JIBC - noxanbHasl BEIUHCIUTEIbHAS CETh

MD - mexceTeBoi 9KpaH

HCJI - HecaHKIIMOHUPOBAHHBIH TOCTYII

OU - o6bexT nHbOpMaTH3AITHH

OI1O - obuiecucreMHoe IporpaMmMHoe odecrieyeHne

I1/1H - nepcoHabHbIE TaHHBIC

[II1O - npuknanHoe nporpaMMHoe obecrieueHne

PJI - pyxoBoAsIIUNA JOKYMEHT

CBT - cpencTBO BHIUUCIUTEIFHON TEXHUKH

C3MU - cpeacTBo 3amuThl HHGOpPMAITHH

C3U HC/I - cpenctso 3amuThl ”HGOPMAIMK OT HECAHKITHOHWPOBAHHOTO JI0CTYIIA

CK3M - cpencTBo kpunrorpadguyeckoii 3aiuThl HHPOpMaIKUHU

T3 - Texuuueckoe 3aaHue

10 - nmporpammHoOe obecrieyeHme

OUIT - sanexktpoHHas 1udpoBas MOIMKCH
1.3  3axkoHoaaTenbHasi H HOpMATHBHO-MeToAHYecKas 0a3a

- ®enepanbHbiil 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHalIbHBIX JaHHBIXY (1ajee -
@3 «O nepcoHaNbHBIX JaHHBIX)»), YCTAHABIMBAIOIINI OCHOBHBIE IPUHIUIILI U YCIOBHA 00pabOTKH
ITTH, mpaBa, 0043aHHOCTH U OTBETCTBEHHOCTH YYaCTHMKOB OTHOIIEHHMH, CBSI3aHHBIX ¢ 00paboTKOil
IT]1n.

- CrneuunansHele  TpeOGOBaHMS M pEKOMEHJAMM 110  TEXHMUYECKOH  3aImmTe
xonpuaenumansHol uHpopmanuu (CTP-K), yrBepxaens! npukazom ['ocrexxoMmuccuu Pocenn ot
30.08.2002 r. Ne282.

- Mspemenne o xoppekTupoBke CrelHajbHBIX TpeOOBAHUH M peKOMEHJAlHH Mo
TEXHUYECKOMN 3aIMTe KOHGHIeHIHATbHO nHpopmanuu 2006, 2008.

- COopHMK  BpeMEHHBIX METOJMK OLEHKHM 3allMIIEHHOCTH  KOH(HIEHIHATbHOM
HH(OpPMALUK OT YTEUKH 110 TEXHUYECKUM KajtaMm, 2002,

- T'OCT P 51583-2000 3ammra nadopmanun. [Topsmok co3aHus aBTOMaTH3HPOBAHHBIX
CHCTEM B 3aIIMILEHHOM UCTIOTHEHHUH.

- I'OCT P 51624-2000 3ammra wuHdopMmanmu. ABTOMATH3MPOBAHHBIE CHCTEMBI B
3alIMIIEHHOM HcnoaHeHuu. OOume TpeboBaHusI.

- «TpeboBanus K 3amKMTe NEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B HHPOPMAIHOHHBIX
CHCTEMaX MEPCOHANBHBIX JAHHBIX», YTBEP/KICHHBIC NMOCTaHOBIeHHeM IlpaBuTensctBa PD oT 1
HOs10pst 2012r. Ne1119.

- «Ilonoxenne 06 0coOEHHOCTAX 0OPAOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIAEMOI
0e3 MCIONBL30BaHUS CPEJICTB aBTOMATH3ALMKY, yTBepkaeHHoe [TocTanosnenneM IIpaBHTenbCTBa
P® ot 15.09.2008 r. Ne687.

- «TpeboBanus Kk MaTepHalbHBIM HOCHUTENISIM OHOMETPUUECKHUX TEPCOHANBHBIX JAHHBIX H
TEXHOJIOTHSIM XPaHCHHs TaKUX JAHHBLIX BHE MH(QOPMAIMOHHBIX CHCTEM MEPCOHANBLHBLIX JAAHHBIXY.
yrBepKaeHHble [loctanoBaenuem [IpaButensctea PO ot 06.07.2008 r. Ne 512.
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- Ilpuxaz denepaabHON caykObl MO TEXHUYECKOMY H OKCHOPTHOMY KOHTPOJIO OT 5
deBpans 2010 r. Ne 58 «O6 yrBepxknaeHun [lonokeHus o Meromax M crocobax 3alluThl
HH(pOpMaLUK B HHPOPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX JTaHHBIX).

- PyxoBomsmmii  TOKYMEHT.  «ABTOMaTH3MpPOBAHHBIE  CHCTEMBI.  3amMra  OT
HECAHKLIMOHMPOBAHHOIO JlocTymna k uHpopMmanuu. Kinaccupukamus aBTOMaTH3UPOBAHHBIX CHCTEM
u TpeboBaHMs noO 3amure HHopMmanuu» (yTB. perieHHeM [OocynapCcTBEHHONW TeXHHYECKOM
komuccnu npu Ilpesnnente PO or 30 mapra 1992 r.).

- PyxoBomsammii nokymeHT. «CpencTsa BIMUCIUTEILHON TEXHUKH. MeKceTeBble SKpaHbl.
3amuTa OT HECAaHKUMOHHUPOBAHHOTO nocTyna k uHpopmanuu. [lokazarenu 3amuineHHOCTH OT
HECAaHKLMOHUPOBAaHHOIO JocTyna K MHpopmauumm» (yTB. pelieHHeM [ ocyaapcTBeHHON
TeXHH4eckoi komuccenu npu Ipesnnente PO ot 25 urons 1997 r.).

- PykoBonsmuit noxyMeHT. 3aliuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K WHPOPMAIIHH.
TepmuHbl M omnpeneneHus (yTB. pelieHueM locynapcTBEHHOH TEXHHYECKOH KOMHCCHH IpH
[Ipeznnente PO ot 30 mapra 1992 1.).

- PyxoBomsmmii  nokymeHT. «CpencTBa BBHIYMCITUTENBHOW TEXHHKH. 3alldTa OT
HECAaHKIIMOHUPOBAHHOIO  focTyna K  uHpopmaumu. IlokazaTend  3alIMINEHHOCTH  OT
HECAHKUMOHUPOBAHHOIO  JocTyna K MHpopmauuu» (yTB. pemeHueM [ocyaapcTBeHHON
TeXHHYecKoN Komuccuu npu IIpesnnente PO ot 30 mapra 1992 1.).

- PykoBomsmuii 1oKyMeHT. 3aluTa OT HECAHKIIMOHWPOBAHHOTO JI0CTyNa K HH(OpMAIUH
Yacts 1. IIporpammuoe obecnedenne cpeacTB 3ammThl MHGopMmanuu. Kiaccudukaliius mo ypoBHio
KOHTPOJIsl OTCYTCTBHSl HEIEKJIapUPOBAHHBIX BO3MOKHOCTEH (yTB. pelneHHeM | ocyaapcTBeHHOM
TeXHH4ecKor komuccuu npu Ipesunente PO ot 4 utonst 1999 r. N 114).

- U JIpyrHe HOPMaTHBHO-METOINYECKHE JOKYMEHTBI IO 00eCIeYeHHIO 3allUTEI

uHdopMaIuu.

2. HEJINX U 3AJAYU CO3JAHUA CUCTEMbI
2.1 Iearb co3maHus cHCTEMBI

Hasznayennem C3IIJI[H sBasercs oOecnedeHne WHPOPMAIMOHHOW  Oe30MaCHOCTH
IIEPCOHANIBHBIX NaHHBIX, oOpadarsiBaeMbIX B ICIT/IH AnMuHMCTpannu paiona.

OcHOBHON 1le7IbIO NPOBEAEHHS pPabOT SBJIETCS MNpPUBEICHHE TMOpsiaKa 00paboTKu
NEPCOHANBHBIX JaHHBIX B AJMHMHHUCTpPAaLlMM pailoHa B COOTBETCTBHE C TpeOOBaHHIMHU
@enepansHoro 3akoHa ot 27 utonst 2006 r. Nel152-D3 «O nepcoHalbHBIX JAHHBIX», HOPMATHBHO-
IIPaBOBBLIX JOKYMEHTOB, B TOM YHCJI€ B 4YacTH TpeOOBaHWH K TEXHHYECKOH 3aluTe
ABTOMAaTHU3MPOBAHHBIX CUCTEM, 00Pa0ATHIBAIOLINX MEPCOHANBHBIEC JaHHbIE.

Llensto cozmanua C3I1JIH sBaseTcss HCKIIOYEHHE WM CYLIECTBEHHOE 3aTpyIHEHHE
MOJIyYEHH s 3JI0YMBILUIEHHUKOM 3aluinaeMoil uHpopmanmu, oopadarsiBaemoii B UCIT/IH, a Takxe
UCKJTIOUEHHE WIn CYLIECTBEHHOE 3aTpyJHEHHE HECAHKIIMOHHPOBAHHOTO W/unn
HETpeHaAMEPEHHOI0 BO3AEHCTBUS Ha 3allULIaeMyI0 HHPOPMAITHIO U €€ HOCHTEIIH.

2.2 3agayu co3qaHUs CHCTEMBI

CoznaBaemas C3I1[In nomxHa obecrieunBarh 3hHheKTHBHOE pellieHHe CIEAYIOMINX 3a1a4:

- 3alMTy OT BMeIIATeNbCTBA B mpouecc (GyHKIHOHUpoBaHHs OM TMOCTOPOHHHX JIHI
(BO3MOKHOCTL Mcrosb3oBanuss OM M jocTynm K ero pecypcam J0JKHBI HMETH TOJIBLKO
3apEruCTPUPOBAHHBIE YCTAHOBJICHHBIM MOPSIIKOM TI0IB30BATENH );

- pasrpaHMYeHHe  JOCTyNla 3apErHCTPUPOBAHHBIX  IIOJB30BATeNe K  ammapaTHBIM,
IpOrpaMMHBIM U HH(OPMAMOHHBIM pecypcam OU:

- PErucTpauuio JeMCTBUH II0JIb30BaTeNel MpK MCIOJIBb30BaHUHU 3allulaeMbIx pecypcos OU
AJIIMAHHCTpAllMM  paiiloHa B CHCTEMHBIX JKypHalaXx M [EePHOJHYECKHI KOHTPOIIb
KOPPEKTHOCTH JeHCTBUH nonb3oBatesneil OM myrem aHamu3a COIEPIKUMOIO  OTHX
JKYpHAJIOB;

- KOHTPOJIb LEJIOCTHOCTH CPE/Ibl HCIIOTHEHHUS ITPOTPaMM;

- 3alMTy OT BHEAPEHUS HECAHKIIMOHUPOBAHHBIX ITPOrpaMM, BKJIIOUAsi KOMIBIOTEPHBIE

BUPYCBHI;

- obecneyeHne 0€30MaCHOIO MEKCETEBOTO B3aUMOICHCTBHUS;

- 3alMTy KOHQHUAEHUMaIbHOH HMH(OpMALMK OT yTE€YKH 10 TEXHHMYECKUM KaHallaM IpH ee
o0paboTke, XpaHEHUH U ITepeaaye 1o KaHalaM CBSI3H;



- oOHapy’keHHe BTOPKEHHUI.

3. TPEBOBAHMUA K C3I1JH
3.1 OO0mue TpeOOBaAHHA K TEXHHYECKHM CPeICTBAM 3allUThl HH(popMaun

B C3II[IH [0KHBI  HCIOIB30BATHCS  TOJBKO  CpeJCcTBA  3aLIUTBHl  MH(OpMAIHH,
cepTHGHUIMUPOBAHHBIE B  YCTAHOBJIEHHOM TIOpPSJIKE Ha COOTBETCTBHE (DYHKLHOHAJIbHBIM
TpeOoBaHHSIM HMHPOPMAIMOHHON OE€30MACHOCTH, YCTAHOBJIGHHBIM TOPSIAKOM B CHCTEME
ceprudukanru @CTIK Poccun nin OCh Poccun.

C3I1H nomxHa BKIIOYATh B ce€0s1 CAEAYIOLINE TTOACUCTEMbI:

- TOJCHCTeMa YIPaBJIECHHUS TOCTYIIOM;
- TOJCUCTEeMa PETUCTpalliy U y4eTa;
- mojcucTeMa obecreyeHusl 1eTO0CTHOCTH;
- TIOJICHCTEMa aHTHBHPYCHOM 3alllUTHI;
- mojcucTeMa 0e30IacHOr0 MeKCETEBOro B3auMOJIeHCTBHUS;
- TOoJCHCTeMa aHalK3a 3alUuIIEHHOCTH;
- mojacucTeMa 0OHapYKEHHUs BTOPKEHHH.
3.2 TpeGoBaHus K nojacucTeMe ynpapJ/jeHUs J0CTYIIOM

[loncuctema ympaBieHHS OCTYNOM JOJKHA OOecreunBaTh BBIOJHEHHE CIIETYIOIINX
TpeboBaHMH HIEHTHHUKALMS M NPOBEPKH MOJUIMHHOCTU IOJB30BATENsl MPU BXOJE B CHCTEMY
UHGOPMAIIMOHHON CHCTEMBI 110 MapOJI0 YCIOBHO-MIOCTOSIHHOTO A€WCTBUS JUIMHONM He MEeHee 1IeCTH
OYKBEHHO-IIU(PPOBBIX CUMBOJIOB.

3:3 TpeboBanus K MoACHCTeMEe PErHCTPALMH H y4YeTa

[logcucrema pervcTpanuu M ydeTa JOJDKHAa obOecrniedrBaTh BBINOJTHEHHE CJIEIYIOLIMX
TpeboBaHUM:

- Perucrtpanus Bxona (BbIXoJa) MOJb30BATENS B CUCTEMY (M3 CHCTEMBI) TUOO perucTpanus
3arpy3Ky M MHUIHAIN3ALUHI ONEPAlHOHHON CUCTEMBI U ee IIPOrpaMMHOr0 OCTaHOBa. B napameTpax
perucTpalyy yKasblBalOTCS: AaTa U BpeMsl BXoJa (BBIXOJa) MOJIb30BaTENsl B CUCTEMY (M3 CUCTEMBI)
WJIM 3arpy3KH (OCTaHOBA) CUCTEMBI.

- VYuer Bcex 3allMLIaeMbIX HocHUTelded HHGOpMAlUK C IMOMOIIBIO HMX MapKHPOBKH H
3aHECEHHE YUETHBIX JaHHBIX B JKypHaJ ydeTa.

34 TpedoBanus k noacucreMe obecriedeHHs HEJTOCTHOCTH

IToncucrema obecnedyeHust 1EJTOCTHOCTH JOJKHA 00€CreyrBaTh BBINOJIHEHUE CIIeIYIOLINX
TpeOOBaHMUIA:

- OOecreueHne 1EJOCTHOCTU INPOIPAMMHBIX CPEICTB CHUCTEMBI 3aIIUTHI MEPCOHATHHBIX
JaHHBIX, oOpabarbiBaeMoH HHpOpMALMK, a TaKke HEHW3MEHHOCTh IMPOTPaMMHON  Cpebl.
IlenocTHOCTE 0OecneunBaeTCsl OTCYTCTBHEM B MH()OPMAIIMOHHOM cHcTeMe CPeJCTB pa3paboTKH U
OTJIAJKH MIPOrpamMM.

- @usmyeckas oxpaHa MH(OPMALMOHHONH CHCTEMBI (TEXHHYECKHUX CPEJCTB M HOCHTEJeH
uHpOpMaLnK), INpeaycMaTpUBarollasi KOHTPOJb JOCTyNa B TIOMEIIEHHS HWHPOpMaIHOHHON
CHCTEMBI NOCTOPOHHHX JIMIL, HAJW4YMe HaJEKHBIX MPENSITCTBUN 7 HECaHKIIMOHHPOBAHHOTO
NPOHUKHOBEHHSI B IOMELIEHMS MHPOPMALIMOHHOW CHUCTEMBl M XpaHWJIHINE HOCHUTEjeH
nHpOopMaIuy.

- BrinonHeHue pe3epBHOr0 KONMMPOBAHUS 3alUIaeMON HH()OPMALHH.

3.5 TpeboBaHus K nogcucTeMe AHTHBHPYCHOI 3aIHTHI

IIpenoTBpamiene BHeApeHHs B HMHQGOPMAIMOHHBbIE CHCTEMbI BPEIOHOCHBIX MPOrPamMM
(mporpaMM-BHPYCOB).

3.6 TpeboBannus k nogcucreMe 6€30MACHOT0 MeKCETEBOr0 B3aHMOJeHCTBHUS

[Toncucrema Ge3omacHOro  MEXKCETEBOrO — B3aUMOJECHCTBHS  JOJUKHA — 00ecredynBaTth
BBITNOJIHEHHE CIIEAYIOLIUX TpeOOBaHMH:

- QunbTpalnys Ha CETEBOM YPOBHE ISl KaKIOTO CETEBOTO MaKeTa He3aBUCHMO (pellieHune
0 (GuIbTpallMM NPUHHUMAETCS Ha OCHOBE CETEBBIX aJPECOB OTIPABUTENS M IIOJIydaTels MM Ha
OCHOBE JIPYTUX 3KBHBAJICHTHBIX aTPUOYTOB).

- QunbTpanys NaKeTOB CIY)K€OHBIX NPOTOKOJIOB, CIYXKALIUX JJIsl JHArHOCTHKH M
ynpasjeHHus paboTOi CETEBBIX YCTPOUCTB.
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- HWpentuduxanus u ayreHTUGHUKALUS aJIMUHUCTPATOpPA MEKCETEBOTO dKpaHa TPHU €ro
JIOKaJIbHBIX 3allpocax Ha JOCTYIl 10 HAEHTHU(GHUKATOPY (KOAY) U MapoJIio.

- KoHTposb 11€10CTHOCTH cBOEH NporpaMMHON W HHPOPMALIMOHHOH YacTH.

- BoccranoBieHne CBONCTB MEKCETEBOI0 SKpaHa 1ocje cO0eB U 0TKa30B 000PyA0BaHNS.

- O@uabTpauMs ¢ y4ETOM BXOJHOIO M BBIXOJHOIO CETeBOro MHTepdelica Kak cpeicTma
MPOBEPKH MOJJIMHHOCTH CETEBBIX a/IPECOB.

- OuIbTpauus ¢ y4eTOM JIFOOBIX 3HAUMMBbIX [10JI€H CETEBBIX IAKETOB.

4.  YI'PO3bI BE3OITACHOCTH UCIIIH
4.1 IlepedeHb akTyaJbHBIX yrpo3 O0e3onacHoctu B UCII/AH
AKTyanbHbIMU yrpo3amu OezomacHoctd B MICIIJ[H AnmunHucTpanuu paiioHa
SIBJISIFOTCS: YTPO3bl HECAHKLIMOHUPOBAHHOI'O OCTYIA K HHGOpMAIIHH.

— Kpaxa xaroueit u aTpuOyTOB g0CTYyTIA.

— Kpaxka, Mmogudukanus, yHHu4TOKeHUE HHPOPMAIHH.

— HecaukuMoHUpPOBaHHBIA JOCTYD K MHGQOpPMAMM TpH TEXHUYECKOM OOCITYKHBAHUN
(peMOHTe, YHHUTOXKEeHHH) y3710B [[DBM.

— VYcranoBka [1O He cBSI3aHHOTO C UCTIOJHEHHUEM CTYKEOHBIX 00s3aHHOCTEH.

— VYTpara kimoueit ¥ aTpuOyTOB J10CTYyTIA.

— Jloctyn x uHGOp™Mauu, MoAU(GUKaLIKs, YHHUTOXKEHHUE JIUIL, He JOMYLIEHHBIX K ee

obpaboTke.

— Pasrnamenune unpopmayy, MoIUGHKAILMS, YHUUTOKEHHE COTPYIHHUKAMMU, JTOMYIIEHHBIMA
K ee oOpaboTke.

VYTpo3bl yTEUKH 1O BUAOBBIM KaHaJIaM.

— VYrpo3a noacMarpuBaHus KOHGUAEHIMAIbHON nHbopmatu ¢ MouuTopoB [1K.

YTrpo3sl HECAHKIITMOHHPOBAHHOTO JIOCTYTIA 110 KaHajlaM CBSI3U. YTpo3a «AHAIU3 CETeBOro TpaduKay
¢ nepexsaroM nepenasaemoit u3 UCII/I1 u npuHruMaeMoil 3 BHEIIHUX ceTei nHdopManuu:

— IlepexBaT B npenenax KOHTPOJUPYEMOH 30HBI BHYTPEHHUMHU HAPYLIUTEIISIMH.

— VYTIpo3bl CKaHMPOBAHHS, HANPABIIEHHBIE HA BbLIBIEHHWE THIA WM THIIOB HCIIOJIBb3YEMBIX
ONlEpallMOHHBIX CHCTEM, CETeBBIX aapecoB padoumx crtanuumit MCIIIH, Tomogoruu cetw,
OTKPBITBIX IOPTOB U CIJ1yK0, OTKPBITHIX COETUHEHUI U Jp.

— VYTpo3bl BBISIBJIIEHHUS TApOJIeH 10 CEeTH.

— YTpo3bl yIaJe€HHOTO 3aIycKa IPUJIOKEHHH.

— YTrpo3bl BHEIPEHUS 10 CETH BPEIOHOCHBIX MTPOTPAMM.

5. IIOCTPOEHHUE CUCTEMBI 3ALIUTHI IEPCOHAJIBHBIX JTAHHBIX

Hnsa  obecneuenns GesomacHoctn II[ln B UCII[IH  AnvmuHucTpanuu — paifoHa
OCYILECTBIISIETCSI:

- 3awmrta [IJIH, oOpamaromuxcs nHa CBT, Bxomsumx B MCIIH, ot
HECaHKLIMOHUPOBAHHOIO JocTyna ¢ ucenoas3oBanuem C3U ot HCJI;

- 3amura [I/H, nepegaBaeMbIX 110 KaHaIaM CBSI3H;

- 3alIMTa OT YTEUKH 110 TEXHUYECKUM KaHallaM;

- 3amuTa [I/[H OT BUpYCHBIX yTpo3;

C3II/In mpH BBINONHEHUH OPraHU3ALUOHHO-PEKUMHBIX MEPOIPUATHH M0 00eCreueHHIO
OesonmacHocty uHpopmanuu B MC obecreunBaeT BBINOMHEHHE TPeOOBAHWIA, MpPEIbIBIEHHBIX K
C3I1/Iu B pasmene 4 JaHHOTO JOKyMEHTa, a TakKe OOecrnedynmBaeT MPOTHBOAEHCTBHE yrpo3am
0e301macHOCTH, OTIMCAHHBIM B pazjerne 5.

IToctpoenne C3II[n B MC 3akmouaeTcss B NpUMEHEHHH CepTHOHIMPOBAHHBIX CPEICTB
3alMThl MHQOPMAlMKH M 00ECHEeYeHHH OPTraHM3alMOHHO-PEKUMHBIX MEPONPHUITHH 10 3alluTe
HHOpPMALUKY B 3aBUCHMOCTH OT CTPYKTYpbl 0OBEKTa, aKTyalbHOCTH M IIOKAa3aTels ONAaCHOCTH
yrpo3 uH(opMaoHHOH 0e30MacHOCTH Ha TaHHOM OOBEKTE.

6. OCHOBHBIE TEXHUYECKUE PEIIEHUSI
6.1 Pemennst mo 3ammurte ot HCJI
B xauectse C3M ot HC/] 1151 3amuTel nepcoHanbHbIX JaHHbIX B UCTIIH npuMeHsieTcs
nporpammuoe obecrneuenue « VipNet SafeDisk 4.1», «DallasLock 8.0-K»



[1O «VipNet SafeDisk 4.1» obecnieunBaert:

- XpaHeHue 3ammmaeMoid nHGOpMaLnuu B KOHTeiHepe B BuJIe 3auudpoBanHoro daiina Ha
JMICKEe MM BHELIHEM HocuTene. JIocTyn K KOHTeHHepy OCyIIEeCTBIsSeTCs Mo Naposto, Gana-Kiouy.,
KJTFOYY, XPaHsIIEMYCsl Ha 3all[UIIIEHHOM HOCHTEIE.

- Tlpo3pauHoe mudpoBaHUe TaHHBIX, NPOM3BOJMMOE B PEaJbHOM BpPEMEHH, I103BOJISIET
paboTaTh ¢ JOKYMEHTaMH B OOBIYHOM PEeXKHME.

- Hanuune pexuma 3KCTPEHHOTO OTK/IIOUEHHUS! KOHTEHHEPOB M BBIXOJA W3 IPOTpPaMMBbl
(pesxxuM «OnacHOCThY), a TakKe PeKUM IKCTPEHHOTO YHHUTOKEHHUs 0CTyna K WHPOpMaIlUU s
BCEX T10JIb30BaTeNIel MporpaMmbl (peskuM «bosbliasi onacHOCThY).

C3U «DallasLock» umeert crnemyromiyie BO3MOKHOCTH:

- YCWJIEHHas uIeHTHU(UKaAus U ayTeHTUUKAIUs [0JIb30Baresel, B KayecTBe yCTPOHCTB
JUIs BBOJIA MACHTH(HMKAIIMOHHBIX NMPH3HAKOB MOTYT OBITH Hcrosib3oBaHbl iButton, eToken Pro,
Rutoken;

- yOpaBJjieHHE JIOCTYIIOM I0Jib30BaTeNel K KOHPUACHIINATHHBIM JIaHHBIM;

- pasrpaHd4yeHMe JOCTyTa K CIe1yIOIIUM MopTaM/yCTpoHCTBaM:

- TocleaoBaTeIbHbIE U MapaljiebHbIe TOPTHI;

- CMEHHBIE, JIOTUYECKHE ¥ ONTHYECKUE JUCKH;

- USB-nopts!.

- TOAJEP)KUBAETCSA KOHTPOJb MOAKIIOYeHUsl ycTpoicTB Ha muHax USB, PCMCIA, IEEE
13 94 o Tumy U cepuitHOMY HOMEpY;

- CYIIECTBYET BO3MOXKHOCTb 3allpeTHTh HCIOJIB30BAaHHE CETEBBIX HHTEpdeiicoB —
Ethernet, 1394 Fire Wire, Bluetooth, IrDA, WiFi.

- 3alUTa OT 3arpy3KH C BHEIIHHUX HOCUTEJIEH;

- 3aMKHyTas IporpaMMHasl cpefa;

- KOHTPOJIb IIETIOCTHOCTH;

- KOHTpOJIb aNnapaTHON KOH(PUTypaIii KOMITbIOTepa;

- (YHKUHOHAIBHBIA CAMOKOHTPOJb MOJACHCTEM;

- KOHTpPOJIb TleUaTH KOH(PUIEHIIHAILHOW HH(OpMALINH;

- 3aTUpaHHe OCTATOYHOU HH(OpMAITHH;

- peructparus coObITHIA.

6.2 Pemennst nmo 3ammure ot yreuku I1/IH 3a cuer IDMHUH

B uHpopManMOHHBIX cucTeMaX It 00paboTku HMHGOPMAIMK HCIIOJIB3YIOTCS CpPENCTBA
BEIYHCIIMTENBHON TEXHHKH, YAOBJIETBOPSIOIIME TpPeOOBAaHMSIM HAIlMOHATBHBIX CTaHIAPTOB 10
DJIEKTPOMArHMUTHOW COBMECTHMOCTH, MO O€30NaCHOCTH M 3PrOHOMHUECKHM TpeOOBaHHUIM K
cpenctBaM  oToOpakeHHss MH(OpMAlMM, IO CAHUTAPHBIM HOpPMaM, MPEIbABISEMBIM K
BUJIEOUCIUIEHHBIM TEPMHUHAJIAM CPEACTB BBIUMCIUTEIHLHONW TEXHHUKH. YTPO3bl YTEUKH 10 KaHajIaM
[IDMUH He akTyanabHBI.

6.3 Pemenns mo 3ammure ot yreuku I1/{H mo BHAOBOMY KaHaTy

Jna 3amuTel ot yreuku I1/In no BunoBomy kanany 1K ycranaBiamBaroTcs Takum 00pa3zoM.
YTOOBI UCKIIIOYHUTL BO3MOKHOCTh IPOCMOTPA IOCTOPOHHUMH JIMIIAMH TEKCTOBOM M TpaduuecKoit
HH(pOpMaLnH, coJepsKallell IepcoHaNbHbIe JJaHHbIE C MOHHTOPA KOMIIBIOTEpA.

6.4 Pemenusi mo aHTUBHPYCHOM 3aIIHTe

JU1s 3aIIMTE] OT YTrpo3 BHEAPEHHUs BPEJOHOCHBIX MPOrpamMmM (BUPYCOB) Ha 3amuinaeMbix 11K
ycTaHoBJIeHa cepTHdULIMpoBaHHas Bepcus Juuen3nonHoro I10 «Kaspersky Endpoint Security 10».

Jlns 3alMTel OT yrpo3 BHEAPEHHs BPEAOHOCHBIX MPOrpaMM (BHPYCOB) Ha 3allUINAEMBIX
cepBepax yCTaHOBJIeHa cepTHHUUpoBaHHas Bepcus muuensuonnoro 110 «Kaspersky Endpoint
Security 10»

6.5  PemeHus no 3amure MeKceTeBOro B3auMoelicTBHS

JI71s1 321K Tl MEKCETEBOT0 B3aUMO/ICHCTBHS M OpPraHU3allui 3aLIMIIEHHBIX KAHATOB CBA3U
Ha [IK nonezosareneit UCII/In npumensiercs I1O «VipNet Client Bepcus 4.3». 1O «VipNet Client
Bepcus 4.3» UMeeT cepTU(UKATHI:

- @®Cb Poccuu Kak cpeICTBO MEKCETEBOIO 9KPAHHPOBAaHK 4 Kilacca 3allUIIEeHHOCTH;
- @®Cb Poccun kak cpeactBo Kpunrorpaduueckoi 3zaumutel uHpopMannu (mwudpopaHue

(ainoB, NaHHBIX, COJEpKAIMXCS B OOJACTSIX OMEpaTHBHOW mnamsaTH, U IP-Tpaduxa,

BLIUMCIIEHHE HMUTOBCTABKH [UIsl (DaliioB, TAHHBIX COAEPIKALIMXCS B OTIEPATHBHON MAMSITH U

7



IP-Tpaduka, BeluMcaeHNE 3HaUEHUS XOII-QYHKIMH JUTst GalIoOB U JaHHBIX, COJEPIKAIIINXCS
B 00J1acTsIX ONepaTHBHON NaMsITH).
[TO «VipNet Client Bepcus 4.3 ) COCTOUT U3 CJEIYIOUIUX MOIYIIEMN:

- ViPNet [MoHHTOp] — COBMECTHO C HM3KOYPOBHEBBIM JpaiiBepoM MIHPPOBAHUS U
¢bunpTpanuu Tpaduka OTBEYAET 3a peaau3aluio GyHKITHIA:

o IlepcoHanbHOro CETEBOro dKpaHa — HAAEKHO 3alluIiaeT pabouylo CTaHIUIo/cepBep
OT BO3MOYKHBIX CETEBBIX aTak, Kak U3 riodansHoi (MHTepHeT), TaKk U U3 JOKaIbHON
cetu. [Ipu sTom:

e OcymectBusiercss (QUIABTpPALUs 3aLIUIIEHHOTO M OTKPBITOTO TpaduUKOB 10 MHOKECTBY
napameTpoB («OeJblii» U «4epHbli» criucku [P-anpecoB, MOpPThI, IPOTOKOJIBI);
e Peamusyercs pexxum «stealthy (pekMM MHUIIMATUBHBIX COEIUHEHHI), MO3BOJISIOMINN Clearh

HEBHUJIMMBIM KOMITBIOTED 3ALIULICHHON CETH U3 OTKPBITOH CETH;

e (OO6ecneunBaercs oOHapyKeHHE U OJIOKUPOBKA THITHYHBIX CETEBLIX aTak (371eMeHTHI IDS).

o Iludparopa IP-tpapuxa — obecrneuynBaeT 3amuTy (KOHGHIACHIHATILHOCTE,

MOJUIMHHOCTE M LEJIOCTHOCTBh) JIt0O0ro BHAa Tpaduka (NMPUTOKEHHH, CcHCTeM
ynpaBieHus M ciayxeOHoro tpadpuka OC), mnepenaBaeMoro Mexay JTHOOBIMH
00BbEKTaMH 3alIMIIEHHON ceTH, Oynb To paboune cTaHIUH, (aiIoBbIe CepBepHI.
CepBEPBI IPUIIOKEHUH.
Bricokass INpOM3BOAMTENBLHOCTh IIM(pPYIOWIEro npaiiBepa, MOIICPKHBAIOIIETO
COBPEMEHHBIE MHOTOSIEPHBIE IPOLECCOPBI, IO03BOJISET B pealbHOM BpEMEHH
3alMIaTh Tpaguk ciayk0 TosocoBo W BuaeocBszd B cerasx TCP/IP wu
obecrneuynBaTh OJHOBPEMEHHYIO pabOTy MHOKECTBA IOJB30BATEILCKUX CECCHH.
IlonnepxuBaercss mnpospauHass paboTa dYepe3 yCTpoicTBa CTaTHUECKOW H
anHamudeckod NAT/PAT mapupyrtuzanuu npu mo0biX crocobax MOAKIIOYEHHs K
CeTH.

0 Yar-xkiimeHTa -—— MO03BOJIET 10JIb30BATHCS YCIyraMH BCTPOEHHOTO cepBHca 0OMeHa
3aLIUIIEHHEIMA  COOOLIEHMSIMM M OpraHW3alid  4YaT-KOH(pepeHIHH  MexIy
obpexTamu 3amuiieHHoi cetu ViPNet, Ha kotopeix ycranosieHsl ViPNet Client
un ViPNet Coordinator (Windows).

o Knnenra ciyx0bl oOMeHa daiiiaMu — 1no3BoJisseT 0OMEHHBATHCS MEXKIY 00beKTaMH
3amuiieHHoi cet ViPNet moOeivu daiimamu 6e3 yCTaHOBKH JONOJIHUTEIBHOTO
I10 (manpumep, FTP-cepepa/kiuenta) wid wucnojib3oBanus ¢yaxuuin OC 1o
obmemy noctyny Kk ¢aitmam uepes cerb. OOMeH QaiinaMu MPOU3BOAUTCS Yepes
3alIMINEHHY0 TPaHCHOPTHYIO ceTb ViPNet ¢ rapaHTupoBaHHO# [10CTaBKOM H
«JI0KauKoiy (GaiioB mpu oOpbIBE CBS3H.

- ViPNet [KonTposb npuinoxeHuii] — mnporpamMma, KOTOpas MO3BOJSET KOHTPOJIHPOBAThH
CETEeBYI0 AaKTHBHOCTL IPUJIOKEHMH M KOMIIOHEHT OINEpallMOHHON cucTeMbl. [Ipu sToM
MOKHO (OPMHMPOBATh «UEPHBIH» M «OENBIi» CNHCKHA MPUIOKEHUH, KOTOPBIM 3arpeleHo
WIIM Pa3pelieHo paboTaTh B CETH, a TAaKKe 3a/JaBaTh PEAKIHIO HA CETEBYIO aKTHBHOCTH
HEHM3BECTHBIX MPUJIOKEHUH. B OONBIIMHCTBE cilyyaeB 3TO MO3BOJSET MPeAOTBPATHTH
HECaHKIIHOHUPOBAHHYIO CETEBYIO aKTHBHOCTh BpejoHocHOro [10, Hampumep. mporpamm-
«TPOSIHOBY.

- ViPNet [[enoBas Iloura] — mnporpamMma, KoTopas BBINOJHAET (GYHKIMH MOYTOBOIO
KJIMEHTA 3aLMILEHHON I0YTOBOM CykObl, ()YHKIHOHUPYIOIIEH B paMKax 3allULIeHHOMH
cet ViPNet.

- ViPNet MFTP — nporpamma, BbIIOJIHsIOIIAsT (YHKIME 0OMeHa Cy:keOHOH HH(popMmarmeit
MEXKIY y37daMH 3alMIIEHHOW ceTH (0OHOBJIEHHS Kitoued mmdpoBaHUs, CBI3eH Y3II0B,
IPOrpaMMHOT0 00ecreuenns)  KOHBepTaMu ¢ rmucbMami «JlenoBoii [TouTe» U KOHBEpTaMH
«®DaiinoBoro Obmenay.

- Kpunronposaiinep  ViPNet CSP —  ViPNet Client comepXKUT  BCTpPOEHHBIi
KPUIITONPOBANED, peAIM3yIOUMH CTaHAAaPTHBIH /Ul pa3pabOTYUKOB MPUKIAIHBIX CHCTEM
nox OC Windows.

Taxkum obpasom, IO «VipNet Client Bepcust 4.3 TMOJHOCTBIO COOTBETCTBYET BCEM
TpeOoBaHUsAM 0€30MaCHOCTH, MPEJSIBIsIEMbIM B 9acTH obecrieueHnr Oe30MacHOCTH MeKCETEeBOro



SKPaHUPOBAHHS, & TaK K€ BBIIOIHAET QYHKIMH KIHEHTCKOTO KPUNTOrpaduuecKoro KIMeHTa st
NOJKJIIOYEHHUs K 3alUINEHHON CeTH Mepeiadyn JaHHBIX.

I[IIH 3alllMTBl MEXXCETEBOTO B3aHMO}I€ﬁCTBHH B MECTE MNOAKJIIFOUECHU BHyTpeHHeﬁ CETH
AJZIMAHHCTpAIMK pafioHa K CeTsM OOILIEro moib30BaHHS a TaK ke K ceTd VIHTepHeT Ha rpaHumie
KOHTPOJHMPYEMOH  30HBI  YCTAHOBJIEH MPOrPaAMMHO-ANMApPATHBIA  KOMILIEKC — MEKCETEBOro
sxpanupoBanus «VipNet Coordinator HW4y.

7. OPTAHU3AIIMOHHBIE MEPOTIPUATHS 11O 3ALUMUTE IIJIH B UCITJIH
Tl O6mmue TpeboBaHUs

B pazznene ONMCHIBAIOTCS OpraHHu3alOHHbIE (opraHM3alMOHHO-PEKUMHBIE,
OpraHU3alMOHHO-TEXHUYECKHE, KAIPOBHIE) MEPONPHUATUS IO OOecrnedeHUur0 HHPOPMALKMOHHOM
0e30MmacHOCTH, N0 OpPraHM3aLMH JEATEIbHOCTH [EPCOHAa, MOPAAKY SKCILTyaTalluH TeXHHYECKHX
CPEJICTB CHCTEMbl B TIOMEIICHUAX, CHCTEMATHYECKOMY BBINOTHEHHIO Mep 0 HEIOMYILIEHHIO
BBIBOJIa CHCTEMBI M3 CTPOSI M KOHTPOJIsSl yTEUYKH 3allUIaeMOil HHYOPMALIUH.

7.2 OnucaHne opraHN3alHOHHBIX MePONPHATHI

IIpoBeneHHbBIE OpraHU3allMOHHbBIE MePHhI 10 3auuTe [1J[H BKIIOYaoT;

- OIHKCaHHE TEXHOJOIMYECKOro npouecca 00padoTku HHPOPMALHH;

- YTBEp)KIECHHE MOJUTHKH UHPOPMAIIMOHHOM GE30IIaCHOCTH;

- Ha3HaYeHHe OTBETCTBEHHBIX 3a obecrnieueHue 6e3onacuoctu I1/]H;

- HasHAYCHHE OTBETCTBEHHBIX 3a OpraHu3aiuio oopadorku [1/1H;

- Ha3HAYCHHE OTBETCTBEHHBIX 3a opraHusaunuio obpaborku I[IJ[H ¢ HCIIOIB30BAHHEM
CPEACTB KpUnTorpaduueckon 3anuThbl;

- CO3J]aHHUE MEPEYHsI COTPYAHUKOB, UMEIOIIUX JocTym K [1/TH, 06pabaTsiBaeMbIM B

NCIIdn;

- CO3JaHME II€PEYHsI COTPYIHHUKOB, pabOoTalOIMX CO CPEACTBAMH KpPHNTOrpaduyecKoil
3aIIHTEHI;

- OmpeJe/IeHHe MepeyHs NOMEIIEHNH OrpaHMYeHHOr0 IOCTYIIA, B KOTOPBIX

oOpabarbIBaroTCs
I dn;

- COTPYAHMKH, MMerolire J0CTyn K [I/[H 03HaKOMIIEHBI ¢ MMEIOLIMMHCS HOPMATHBHBIMHU
aKTaMU U OPraHM3alMOHHO-PACIOPSIUTENBHBIMHI JOKYMEHTAMH U HHCTPYKLMAMHU;

- COTPYAHHMKH, paboTaloIlMe CO CPEACTBAMH KPUITOrpadMuecKoi 3alUThl, COITIACHO
nporpamMme 0o0y4eHHs H3Y4aloT TEXHHYECKYIO JOKYMEHTAIMIO K HCIONb3YeMbIM CPEICcTBaM
3al0MTBI, 3HAKOMATCS C CYIIECTBYIOUIMMH HOPMATHBHO-IIPABOBBIMH aKTAMH M IIPUHATHIMH
OpraHU3alMOHHO-PACIOPSAAUTEIBHBIMHU JIOKYMEHTAMM;

- CO BCEX COTPYIHUKOB, HMEIOMIMX H0CTyn K [T/TH, B35TO 00513aTeIbCTBO O HepasrIaleHHn
CBEJEHHH KOH(QUAEHIIMAIBHOTO XapaKTepa;

- YCTaHOBKa M HAacTpoiKa nporpamMmHoro obecneuerus C3U npousseeHa B COOTBETCTBHU
¢ TpeOOBaHUs TEXHMYECKOH M 3KCIITyaTallHOHHON JoKyMeHTanuei k atum C3U;

- peaM30BaHbl Mephl OOECNEUMBAlOIIME PE3ePBHOE KOMMPOBAHHE M BOCCTAHOBJICHHE
MHpOpMaHoHHbIX pecypcoB MCIIJIH. VTBepiKIeH pernamMeHT pe3epBHOTO KOMMpOBaHHS. B
COOTBETCTBHH C PETIAMEHTOM BEIETCS KyPHAJl PE3EPBHOIO KOTIMPOBAHMS;

- PEriaMEeHTHPOBAaH MOPSIOK PEMOHTA M TEXHHYECKOro OOCIYKUBAHHE TEXHHYECKHX
cpencts UCTT/IH;

- B LEIX OpraHu3alud padoThl ¢ HOCHTENSIMH HHGbOpMAlUH, comep:kamumu [1/1H
BBeJIeHbI XKypHasbl yueta HKM/I u ydeTa cheMHBIX HOcHTe CH HH(OPMALINH;

-IIPH XpPaHEHUH MaTepHAIbHBIX HOCHUTENIEH cOOTI0NaI0TCS YCI0BHS, 00eCeunBaroImue
coxpaHHOCTH [T/TH 1 HCKIIIOYAIOINE HECAHKLMOHMPOBAHHBIH K HUM 1OCTYI.

3aBeytoLInii 0T1eI0M UH(OPMATH3ALIUMH FO0.0.Ctynun




